Abstract-The intention of this paper is to provide an overview of using agent and service-oriented technologies in intelligent energy systems. It focuses mainly on ongoing research and development activities related to smart grids. Key challenges as a result of the massive deployment of distributed energy resources are discussed, such as aggregation, supply-demand balancing, electricity markets, as well as fault handling and diagnostics. Concepts and technologies like multiagent systems or service-oriented architectures are able to deal with future requirements supporting a flexible, intelligent, and active power grid management. This work monitors major achievements in the field and provides a brief overview of large-scale smart grid projects using agent and service-oriented principles. In addition, future trends in the digitalization of power grids are discussed covering the deployment of resource constrained devices and appropriate communication protocols. The employment of ontologies ensuring semantic interoperability as well as the improvement of security issues related to smart grids is also discussed.
I. INTRODUCTION AND MOTIVATION
T HE CONVENTIONAL power grid is a vertically organized network, where the electricity generated by large power stations (i.e., bulk generators) is delivered over a high-voltage transmission system to the power distribution grid and finally to the customers. Today, this well-known energy landscape is undergoing dramatic changes caused by the largescale integration of distributed energy resources (DERs) into medium-and low-voltage power distribution grids [1] , [2] . The upcoming increased usage of electric vehicles and smart home appliances imply a significant change in energy consumption patterns as well as in a way of temporal storing electricity. The volatile and stochastic nature of renewable energy sources (RESs) (mainly solar and wind) largely impact the balance of power generation and consumption and can in turn have an impact on the overall power grid stability and reliability [3] , [4] .
It is obvious that such challenges have to be addressed at two different levels. First, the electric power grid infrastructures have to be adopted to enable the smooth integration of DERs at a large scale. Second, the complementary automation software and communication infrastructures have to be modernized by extensive use of information and communication technologies (ICTs) to enable intelligent grid operation [5] - [7] . Today's ICT and automation solutions controlling power grids, primarily supervisory control and data acquisition (SCADA) systems, mimic their centralized and hierarchical-oriented structure [8] . They will soon reach their limits in terms of scalability, computational complexity, and communication [9] .
It is inevitable that future smart grids will become a distributed ecosystem with thousands and even millions of heterogeneous components with local intelligence interacting on both the electricity and information level. Decentralized control architectures with distributed decision finding offer more flexibility, extensibility, and scalability. Open and service-oriented architecture (SOA), adequately responding to the challenges of the grid's decentralization [10] but standardized solutions are especially required to guarantee interoperability [11] , [12] .
New methods have to implement multicriteria optimizations, where the local interests and constraints of various actors have to be aligned with the global system's objectives (i.e., stability, quality, and security of the power supply). Such empowerment with the digital layer is denoted as a smart grid [3] , [4] , [13] . A key research question today is how to make the power grids "smarter" and the components more intelligent? It is likely that modeling and design techniques based on artificial intelligence have to be exploited in order to create entities that are able to sense and act in the environment, gather and reason knowledge/ information, learn and adapt, intentionally plan own activities, and communicate with others.
Several software architectures have been proposed to address the challenges of developing systems with highly decentralized intelligence. One of the most relevant technologies is multiagent systems (MASs) [14] , [15] . Their potential in industrial domains has already been documented in several simulation studies, pilot projects as well as real-life applications [16] , [17] . As discussed in this review, MAS-based approaches receive a significant attention as a proper automation technology also in the field of smart grids [18] - [22] .
Besides MAS, another promising approach managing distributed systems is provided by the SOA concept. It also provides a solid foundation for building smart grid applications. SOA uses similar foundation principles as provided by MAS; composite applications consisting of loosely coupled entities which communicate via messaging in a networked environment [23] . A common way of developing SOA-based solutions is using web-service standards, such as web-service description language (WSDL), simple object access protocol (SOAP), or universal description, discovery, and integration (UDDI). They have gained a broad industry acceptance [24] and therefore are suited also for the domain of smart grids [25] , [26] .
In both cases, smart grid components such as distributed generators (DGs), intelligent switches, smart transformers, sensors, electric appliances, or electric vehicles can be monitored and controlled by an autonomous software component-being it either an agent in the MAS sense or a service in the SOA sense. These units interact and coordinate their activities in order to achieve the desired behavior such as the balance of power generation and consumption [27] , [28] .
This paper provides an overview of research results using MAS and SOA principles in smart grids. Its main goal is to discuss important MAS/SOA features used in the power systems domain and to provide a review of important projects, activities, and achievements in the domain. Future research directions are sketched out.
In this review paper, Section II identifies key challenges faced by future power systems including distributed generation, load balancing, energy markets, and fault handling. Most important MAS/SOA features supporting future smart grid operation are discussed in Section III followed by an overview of important projects in Section IV. Section V concludes this review outlining future trends and research activities.
II. CHALLENGES OF FUTURE POWER DISTRIBUTION GRIDS

A. Large-Scale Integration of Renewables and Storages
The integration of DER in the European electricity network is strongly supported by the European Union (EU) energy policy. It is expected that in 2020, the total contribution of DER-based generation could go beyond 20% [29] . The key driver is the "Energy and climate change package" of the European Commission from 2007 that declares the energy targets for EU-20% reduction of greenhouse gas emissions, 20% of RESs, and 20% of the overall energy consumption reduction by year 2020. Germany sets even more ambitious targets-35% of renewable energy till 2030 and even 80% till 2050. The pace of DER deployment is however still slow, facing the issues related to technology, market, and regulation [30] . Similar goals and activities are also observed in other parts of the world (North America, Asia, or Australia) [31] .
DERs are energy sources usually connected to the power grid at medium-or low-voltage levels. A large subcategory of DERs is dedicated to RESs such as solar, wind, biomass, and hydro, and these two terms are often interchanged. Devices used to store energy (batteries, super capacitors, or flywheels) have to be included as well because they play a critical role in demandsupply balancing [32] . Also electric transportation using (plugin) hybrids and electric vehicles will play an important role in the future [33] , [34] .
A major benefit of having the energy sources dispersed over the grid is the local generation possibility, close to where it is consumed. Thus, there is no need to transport it over long distances and suffer from energy losses. Another obvious benefit of using renewable sources is their significant contribution to the reduction of greenhouse gas emissions. On the other hand, high penetration of RES stresses the whole power system in terms of voltage or frequency fluctuations caused by the intermittent and random nature of solar and wind sources. Critical situations occur when voltage or frequency exceeding given limits [35] - [38] . For example, Fig. 1 provides a qualitative example about the frequency distribution of voltages measured at a specific node in the power grid with different amount of distributed power generation. A more detailed analysis of the impact, challenges as well as opportunities integrating distributed generation into power grids is provided in [39] and [40] . In order to cope with such unwanted effects in the power grid the following strategies can be applied.
1) Intelligent Grid Operation Using Advanced ICT Solutions: A way to manage grid stability and power quality issues is related to how the power system is operated. Current approaches are rather passive-the DERs are connected to the grid in a fit-and-forget way, either relying on a sufficient capacity to absorb the over production or directly putting constraints on DG developers in terms of maximal capacity that can be connected in particular grid segment. This however goes against the efforts to maximize the renewable power generation. However, active and intelligent management principles have to be applied to enable efficient integration of DER [36] , [39] , Fig. 1 . Impact of DG on the frequency distribution of voltages in the grid [39] . [41] . They will require employing active elements into the network with embedded intelligence and two-way communication capabilities [5] - [7] . The intelligence of the elements can be defined as the ability of gathering and processing knowledge, autonomous decision making, as well as communication and coordination of activities with others. Accompanying factor is the context-awareness as the ability to sense and react in a real environment. Fig. 2 provides an overview of such a smart grid with advanced functions through the usage of ICT technologies and approaches.
2) Aggregation of DERs: Another important technique to mitigate the misbalancing effects of distributed generation is the aggregation of DERs together with flexible loads and energy storage capacities into larger units that act as a single entity on the energy market. There are various names/terms used for such clusters of generators and consumers like virtual power plants (VPP) [42] , micro grids [43] , or grid cells [38] . The added value of such an aggregated entity is a better position on the energy market, local demand-supply balancing and reduction of peak loads. This cluster can also provide power balancing as an additional service to the main power grid. The micro grid is coupled with the main grid through a single point and thus can be easily disconnected in order to work autonomously in islanded mode [21] , [44] - [46] . This feature is useful when a critical fault is threatening the main grid-the micro grid can quickly disconnect from the main grid to avoid being impacted by the failure and to contribute to further spreading of the fault. During islanded mode, however, the micro grid has to rely on its own generation only and thus electricity is first delivered to critical consumers. Major issues of VPPs are (partly) missing legal and contractual frameworks (depending usually on national grid codes and interconnection rules) hindering the wider exploitation of this concept.
3) Control Strategies for Grid Optimization: Another widely discussed approach is voltage control in rural power distribution grids to maintain power quality through fluctuating distributed generation [36] , [37] , [47] . The principle is an intelligent control of on-load tap changing (OLTC) transformers that can adjust the voltage level by setting the transformer's windings to a new transmission ratio. In a traditional passive approach, each OLTC monitors the local voltage level and if it exceeds a fixed set point, a tap change is applied to compensate the deviation. In an active approach, the real-time voltage measurements taken at multiple critical nodes of the network are used to operate the OLTCs. Even more complex solutions using the coordination of the OLTC operations voltage control possibilities provided by DGs and storage systems connected in the same area [48] . Sometimes also regulators are used to decouple voltages in parts of the network in which the levels are different. Typically, it is applied where a DG in placed in one feeder and a load in another one [37] .
4) Demand Side Operations: A very promising technique for mitigating fluctuations caused by renewable sources is the usage of electricity storage systems used in plug-in hybrids and electric vehicles. They could participate in the so-called vehicle-to-grid power transactions as they represent controllable charges that can absorb electricity and provide it back to the grid when needed [49] , [50] . Considering Germany's target to have 1 million electric vehicles by 2020, it constitutes a massive capacity that can provide enough electricity for 7 min during the day or even 30 min over the night to the whole country. First attempts to design conceptual frameworks integrating electric vehicles into power grids have already been reported in the literature [33] , [34] .
5) Cost Assessment: Benefits and costs have to be quantified in order to achieve the acceptance of new grid solutions with a high share of DERs by all stakeholders (including regulators, utilities, and customers) [36] . The study in [37] presents a method analyzing economic questions due to the reinforcement of power grids which is needed to connect certain DG capacities. It also gives quantifiable estimations of extra connectable DG capacity while preserving the current network and maintaining the level of quality of supply. The results show that the application of active approaches such as coordinated voltage control and decoupling is economically competitive with respect to conventional grid reinforcement methods.
B. Energy Markets and Trading
Together with changes required at the technical also changes at the market level are necessary. Today's electricity trading takes place only at higher levels of the power grid hierarchy, involving mainly large generators and consumers. Smaller aggregated units can also participate, but typically restriction on the minimum size of a power generation unit exists (often depending on national rules). A mechanism called balancing responsibility in which the market participants referred to as balancing responsible parties, are obliged to provide daily plans for generation, transportation and consumption. These plans with a typical resolution of 15 or 30 min have to be handed over to transmission system operators (TSOs) the day before. The purpose is to force the players to stick with the plans in order to ensure stability of the grid. If an actor deviates from the plan he is charged for the imbalance. TSOs continuously monitoring the power grid states on a second basis and adjusting the contracted reserve power plants up or down to mitigate any occurring imbalances [41] .
1) Market Integration of DER: With the increasing usage of DERs the trading has to penetrate also the lower levels of the power system. New business models for generation, consumption, and balancing are needed to enable thousands, potentially millions of smaller participants, being it DERs, clusters of residential buildings, or even single residential homes to participate actively on the energy market [10] , [51] - [53] .
2) Electronic Markets: There are efforts to establish electronic energy markets where generators and consumers actively participate in buying and selling electricity. In contrast to current wholesale market operation in a day-ahead regime, the prices in the suggested model are established in a real-time fashion reflecting actual needs and conditions in the grid. Obviously, prices go down if there is actual over-production of electricity and increase on the other hand in peak periods. A distribution company acquisition market model is presented in [54] . DG units and customers (with load curtailment options) represent new agents that actively participate on the market.
3) Prosumer Role and Real-Time Reaction: In the new concept, the market participant can play multiple roles. The residential area, which is typically a consumer, can be at the same time the energy producer (having photovoltaic panels on the roof) or can provide energy storage capacities (having an electric vehicle in the garage). A consumer that can act also as a producer is referred to as prosumer [55] (see Fig. 2 ).
The effort of each market participant is to optimize its energy consumption and/or production profile. This leads to shifting the consumption to lower price periods and the production to higher price periods. By such a mechanism of a real-time market the demand-supply balancing is naturally achieved [10] . The realtime energy pricing helps to better manage fluctuations of both, power supply from renewable sources, and energy demands of residential and commercial customers. The varying prices of electricity over a day are also referred to as smart tariffs, dynamic tariffs, or real-time price signals.
4) Local Trading: Exploitation of electronic energy markets at the lower hierarchy levels gives the opportunity of local electricity trading within micro grids [10] , [30] , [53] . The over-production of electricity supplied by a particular actor in a cell [combined heat and power (CHP) units], could be offered to other actors like heat pumps or local electricity storage in a residential home. Instead of selling the energy at low prices by former actor and buying the expensive energy from utilities by the latter one, they can make a direct local contract with dynamic negotiated prices, which will be mutually beneficial for both of them. It has to be noted that (regional/national) grid codes and interconnection rules have to be fulfilled. As a consequence, maybe not all technical possibilities are allowed.
C. Fault Handling Strategies and Approaches
Massive penetration of distributed generation from renewables together with increasing energy consumption implies higher risks of power quality drops, failures, and outages. The most serious and harmful are cascading failures that can lead to a total system collapse-a blackout. Examples are the Northeast blackout in the United States in 2003 affecting 50 million people or the latest massive blackout in India in 2012 leaving over 700 million people without electricity [56] .
The reasons for such failures are typically grid overloads followed by a disconnection of whole feeders and/or DGs. This causes an overload in other parts of the system influencing also other feeders and components. Very common is the situation in which the lines, carrying excess current, get hot and thus lengthen and sag between the towers. If they sag too much a flashover to nearby objects (trees, etc.) can happen causing a transient increase in the current. An overload protection system detects the high current and quickly disconnects the faulted feeder/line from service. The flow of the excess current has to be shifted to other transmission lines. If they also run near or at their capacity their protection will also trip causing a cascading failure effect. As a further consequence, also power plants are disconnected to prevent damaging the generators [57] .
1) Outage Management: When the failure happens, it is of vital importance to localize the fault as soon as possible and restore the power. In this task, the control room operators are assisted by outage management system (OMS)-the ICT system equipped with a detailed power grid model and rule-based engine to detect the fault location. However, it is still likely that the system operators rely on outage report calls from customers, which have to be manually entered into the OMS [58] .
2) Fault Identification and Localization: More advanced solutions make use of fault passage indicators (FPI) that are installed at strategic points in the power grid and report the fault conditions to the control room automatically (e.g., over mobile phone network using GSM/GPRS). It is suggested that remote FPIs can provide additional value-added services in power grids with high degree of distributed generation such as real-time reporting of load flows and flow direction [59] . Complementarily to FPIs, Smart Meters installed at customer premises also provide outage detection and notification capability. They can transmit real-time outage alerts to utilities and verify whether the power has been restored or not [60] .
3) Fault Prevention: Fault prevention and mitigation techniques are also intensively studied. One of the most discussed approaches to mitigate the effects of a threatening fault or blackout is to disconnect parts of a power grid and to form a local island in order to avoid the fault propagation [45] . In this mode, the remaining part of the network operates autonomously and therefore separated from the rest of the power system. Techniques of intelligent load shedding should be applied during islanding to switch off noncritical appliances and preserve power for vital loads [30] , [61] . By partitioning the grid into multiple separated and autonomously acting islands, effects of failure propagation might be considerably minimized. When the source of the fault is removed, the islands can reconnect to the main grid, successively in a coordinated manner to restore the normal operating state. 4) Self-Healing: Such a smart grid capability is also widely discussed. It is a collection of techniques for early detection of threatening failures and advanced control approaches to take preventive actions [62] . An agent-based system for self-healing capabilities is presented in [63] . There are special prevention control agents that are in charge of forecasting states that could lead to failures. Issicaba et al. [44] describe an agent-based architecture for islanding and self-healing of active distribution grids. They consider segmenting the grid into blocks controlled by agents which cooperatively prepare plans of actions isolating the faulty parts from the grid. Another agent-based approach for fault detection and reconfiguration used in the smart grid context is presented in [64] . The agents calculate the optimal network configuration in terms of identifying which switching devices should be opened or closed in order to minimize power losses in the power distribution grid.
III. BENEFITS AND CHALLENGES OF INDUSTRIAL ADOPTION OF MAS AND SOA IN POWER SYSTEM AUTOMATION
A. Brief Overview of MAS and SOA Principles
MAS is a paradigm that allows to design large-scale distributed control systems in an alternative way. It is derived from the field of distributed, artificial intelligence, and uses autonomous and cooperative agents, exhibiting modularity, flexibility, and robustness [65] , [66] . This concept exhibits the capability to distribute the control over a network of software entities, the agents. Each one has its own knowledge, skills, and autonomous proactive behavior. They cooperate together achieving global objectives and offering a decentralized control structure, opposite to traditionally used rigid and centralized solution. MAS technology provides a fast response to condition changes and supports reconfigurability [66] .
SOA is based on providing and requesting services. A service is usually a software entity which encapsulates business or control logic as well as functionalities provides by a component (which can be internally represented by an agent). Enterprise service bus (ESB) is a SOA framework that can be used as a backbone for supporting the interoperability among distributed (agent-based) systems. Typically desirable capabilities of ESBs include process orchestration, protocol translation, hot deployment, versioning, lifecycle management, and security, supporting the IT-vertical integration.
Both approaches can be combined together in terms of embedding the intelligence, possessed by agents, into webservices, which are broadly accepted by industry supporting interoperability of systems and components [67] . An overview of the integration of the MAS and SOA principles as well as the usage of web-services in this context is discussed for example by Guo et al. [68] and Herrera et al. [69] .
B. Benefits
Smart grid can be seen as a complex and large-scale system of systems. It has usually a high number of nodes (generators and transformers) and interconnections (distribution lines and communication links). The IEC Strategic Group 3 (SG3) defines such nodes in their smart grid conceptual model as hardware/software resources that can be of different types, namely the power generation (including solar and wind energy plants), distribution, substations, and users (i.e., residential, commercial shops, and industry) [12] . Moreover, also control components for energy management (e.g., metering infrastructure and data handling) and SCADA systems are mentioned. The possibility to have consumers that are able to locally generate power and feed it into the grid as well as electric vehicles that can charge their batteries at any time and serve as energy storage, increases the complexity of the whole system [13] .
One of the most important challenges in the smart grid context is the employment of the necessary ICT infrastructures. It will help to manage and operate such a complex system as well as to transform the existing vertically and centrally/hierarchically structured topology into a more decentralized smart grid. All these factors show that the future system becomes a complex and large-scale cyber-physical system [25] . Thousands or even millions of autonomous, interacting components are connected whose functionalities have to be monitored and coordinated in real-time or near real-time. Additionally, as stated in [70] , this ICT apparatus will give the consumers and producers a full control of their consumption and generation and will enable to implement advanced demand-response services such as peak shaving or load shifting.
A proper software technique that would fulfill and cover the above discussed requirements is the MAS approach. Its potential for deployment in the industrial domain has already been proven in several simulation studies, pilot deployments as well as reallife applications [15] - [17] . With MAS technology important features required by smart grids can be realized. A decentralized ICT-based control approach can be realized supporting the following important features [71] . 1) Modularity: Allows adding new elements (e.g., DER and consumer) to the power system in a plug and play manner (without the need to stop, reconfigure/reparameterize, or reprogram and restart the whole system or parts of it). 2) Scalability: The whole system can be extended/enlarged in a simple way facing the (future) large-scale integration of energy resources (e.g., DER and electric vehicles). 3) Reconfigurability: Changes can be performed on the fly (e.g., an agent can stop, modify its behavior or strategy and start again without affecting the other components of the system). It should target hardware-and softwarerelated topics (e.g., grid topology and DER functions). 4) Robustness: Losing one agent does not imply a system failure (e.g., if an agent associated with a customer fails and the system continues to run). Using MAS-based principles and concepts, each component in the smart grid can be monitored and controlled by an autonomous software component, the agent. Agents are interacting according to proper coordination logic, to achieve the system goals, by combining their individual skills and knowledge, as illustrated in Fig. 3 . The employment of MAS approaches enhance several functionalities inherent to smart grid, such as distributed and real-time monitoring, diagnosis, self-healing, self-maintenance, and negotiation (e.g., supporting dynamic clustering formation, price evolution, and grid management). Together with SOA-based principles a flexible, interoperable, and scalable ICT/automation solution can be realized. The achievement of these functionalities requires the design and implementation of proper coordination mechanisms and also suitable adaptive algorithms to be embedded in the distributed agents. Of particular importance is the consideration of biologyinspired methods, such as self-organization, to enhance MAS/ SOA-based solutions with more powerful and dynamic mechanisms in the power systems domain [15] .
C. Challenges
However, the adoption and wide usage of MAS/SOA-based automation and control solutions in the power systems domain is quite slow, despite the great number of research results achieved [72] . There are several reasons hindering a large-scale roll-out of smart grid technology. One of the most important issues is the necessary huge amount of investments on all levels of the existing power system infrastructure to transform it into a real smart grid. Therefore, the implementation of proper solutions is an evolutionary process rather than a revolution [3] . However, due to the massive installation and integration of dispersed, fluctuating generation units more intelligent and distributed concepts as well as architectures are required on a long term basis. Beside the slow adaptation of smart grid concepts in the field also some shortcomings related to MAS/SOA have to be solved at first. The following reasons can be attributed for their uptake.
1) Emergent behavior: due to the nature of the technology, the designed system can exhibit a wide variety of expected but also unintended behaviors, which may lead to inefficient or unstable operation [15] , [17] . 2) Design methodologies and architectures: there is a lack of mature and well accepted design methodologies and standardized agent architectures appropriate for smart grids [73] . Being expert in power systems automation rather than agent technology, the researchers often focus on the decision making algorithms rather than the agent architecture, considering agents as an intelligent actors by definition [73] - [75] . Although some of them have proposed specific design methodologies [76] , others just report on "one-off" development processes for a dedicated system [75] - [78] . 3) Interoperability and IT vertical integration: the interoperability of agent-based system should be ensured at both, the syntactic and semantic level. The former one should achieved by employment of common agent communication languages such as Foundation for Intelligent Physical Agents (FIPA)-ACL [79] , while the latter one will rely on the definition of proper ontologies for the power systems domain. The vertical integration issue also arises when trying to integrate MAS into complete engineering solutions. SOA concepts and existing implementation such as web-services, RESTFul, or ESB concepts are expected to help solving the integration issues as they are becoming widely accepted in the industrial environments. MAS as well as SOA approaches can be advantageously combined together [67] , however, a common approach is necessary for its adoption in the domain of smart grids. 4) Execution on field devices: the agents will be executing (running) on field devices, such as intelligent electronics devices (IEDs), DERs, PEVs and others. It is not clear up to now from the related literature, how to implement widely used Java-based agents on such devices addressing the related deployment challenges. Together with the growing experience in real-life deployments, the maturity of MAS/SOA technology addressing these challenges will crystallize. The systematic application of existing and new agent-based architectures and SOA design methodologies will define suitable ones for the power system automation domain and will help to improve them, by addressing practical application issues.
At this stage, there is a need to facilitate the use of agent technology for practical applications in the power system automation domain. The research needs to be directed at defining suitable agent architectures, methodologies, and tools that are specific to the power system automation domain and that are aimed at the domain engineer. This will enable a domain engineer to develop agent-based solutions for smart grid automation domain problems.
IV. RELATED WORK AND PROJECTS
The purpose of this section is to provide an overview of major research activities focusing on the application of modern software technologies in the field of intelligent energy grids. The main attention is paid to those solutions that exploit principles of designing software in form of interoperable, loosely coupled and reusable entities, especially based on MAS/SOA. It is out of scope of this review paper to cover also other approaches and ICT concepts/technologies applied in the smart grid context as it is covered for example by Cecati et al. [5] .
A. Distributed ICT Infrastructure-Distributed Intelligence in CRitical Infrastructures for Sustainable Power (CRISP)
The CRISP project, 1 which finished in 2006, was aimed at developing a distributed intelligent ICT infrastructure for sustainable power systems. It proposes a concept of Grid Cells, in which the network is divided into subnetworks independently managed by software agents called smart grid automation device (SGAD). It is responsible for making the local decision regarding the current and estimated production/consumption, control, fault detection, and reconfiguration. The grid agents can communicate with each other about the allocation of resources as well as with the higher control levels of the grid where the information is aggregated and processed [38] .
This project declares the development of an agent-oriented fault handling and reconfiguration solution. There is a single agent called "Help Tool for Fault Diagnosis" (HTFD), which collects data from grid cell devices, especially from FPIs. After a signal from FPI is received the HFTD agent locates the faulty section and proposes fault isolation steps to restore the fault. Fig. 3 . Modeling a smart grid using multiagent technology [71] .
Tests were performed on a simple cell composed of two interconnected medium-voltage feeders and standard PC computers communicating over Ethernet using a simple transmission control protocol (TCP)-based protocol. The achieved results show that the fault can be correctly isolated in less than 1 min, even if the communication speed is low (10 Kbit/s) [38] .
B. Power Balancing With PowerMatcher
One of the results of the CRISP project is the PowerMatcher 2 tool used for balancing power demand and supply in electrical networks by use of agent-based electronic markets [10] . Each component is represented by an agent, which tries to control the device's energy generation and/or consumption in the most economical and optimal way. The energy produced and consumed by the device is sold and bought by these device agents on the market, organized into a logical tree. Leafs are the logical device agents representing DER devices. The root of the tree is the auctioneer agent who is responsible for the equilibrium price forming process. In between, there can be concentrator agents as representatives of device agent clusters. The process of price negotiations is synchronized in the whole tree by triggering the execution event by the root auctioneer agent. This is a signal for concentrator agents to collect the bids from lower levels and send the aggregated information back upwards. The auctioneer then determines the equilibrium price, which is communicated downward back to the device agents. On the basis of market price and its bid function, each device agent can determine the power allocated to the device. There are different categories of device agents with different bidding strategies aimed at economic optimization of local processes within given constraints, such as gas generators, storage facilities, and CHP units. The natural effect of self-interested behavior is shifting the consumption to low-electricity price periods and the production to high-cost price periods [41] .
There are two field tests described in [41] that document the benefits of application of the PowerMatcher technology. The first test is related to commercial portfolio balancing showing the reduction of the grid imbalance by 40% to 43%. The second test carried out in the Netherlands was related to the aggregation of micro-CHP into a VPP. It documents a peak load reduction of 30% in summer (field test) and 50% in winter (simulation).
C. Microgrids and More Microgrids Projects
More Microgrids (follow-up of the Microgrids project) was aimed at developing a concept of small-scale electricity grids operating at the low-voltage level (see Section II-A). The goal of the project was to investigate the applicability of MAS concepts to control small power grids on islands [30] . The core component of this approach is an intelligent load controller (ILC), which is able to communicate with houses over power line in order to control their loads in an intelligent manner. One of these devices is for example a water pump, which is considered to be of low importance and thus can be switched off by the ILC in case of power shortage. As second device, a power socket and any load connected to it was considered.
The ILC is an embedded computer (Intel Xscale processor at 400 MHz, 64 MB RAM) with Windows CE 5.0, which is installed at the point of common coupling before the energy meter at each house. The ILC is able to take and process measurements including voltage, frequency, and current in order to report it to the micro grid controller. This task is carried out by an intelligent agent [based on the Java Agent Development Framework (JADE) 3 agent platform], embedded in ILC, which communicates with the so-called microgrid central controller (MGCC) agent. This entity collects data from all the grid devices, including photovoltaic panels, a battery bank as well as a diesel generator. Its task is to balance consumption and production of electricity in the micro grid with the main goal to avoid situations in which the diesel generator has to be started.
In general, if there is a surplus of solar energy produced, the MGCC agent sends a request to battery bank agent to consider the charging option. On the other hand, if the energy demand is greater than the production units can cover, the MGCC agent sends a message to all ILC agents that a load shedding is needed. The ILC agents are able to negotiate among themselves which of the nonimportant loads can be disconnected from the grid, while respecting the house residents' preferences regarding the living comfort.
Field tests were carried out on Greece's Kythnos Island, with an experimental grid containing 12 buildings, a 10-kW photovoltaic system, 53-kWh battery banks, and a diesel generator. The main goal of the experiment was to test the MAS-based control in a real-world setting. As reported in [43] , the negotiations between the agents about optimal shedding of irrigation pump loads was based on the english auction using an ontology derived from the IEC 61970 standard, the common information model (CIM) for energy management.
Within the same project, the exploitation of MAS controlling a VPP was investigated [42] . The VPP concept covers the aggregation of various production units, such as photovoltaic panels, CHP units, or wind turbines that act as a single entity on the energy market. Also, loads can be covered by such a VPP. In the proposed solution, each unit is obviously associated with an agent, which ensures its control in coordination with other agents. The agents belonging to the units in the same physical area are grouped into single a MAS, represented by the management agent being able to negotiate with others on the electronic market. This solution was also developed using JADE agent platform in conformance with the FIPA standard [79] .
D. Business Solutions for DER-EU-DEEP Approach
The goal of the EU-DEEP 4 project was to design the methodology for producing business solutions for enhanced DER deployment in Europe by 2010. The project identified main technical and nontechnical barriers preventing wider deployment of DER across Europe and derived a set of recommendations and directions to ensure efficient and sustainable integration of DER in the current electrical power system. The project also focused on new business models and trading strategies, in which the end customers, aggregated to larger units, play an active role on the market [51] .
Numerous field tests were carried out within EU-DEEP. One of them was focused on the technical feasibility of the MASbased decentralized control architecture for aggregation of generation and loads. The agent technology is used to implement the concept of "fair" load shedding, in which the agents, controlling loads and production units, negotiate on which loads should be turned off according to the total power available [30] .
E. Distributed Control of DER-INTEGRAL
The objective of the European project INTEGRAL 5 was the development of a platform for distributed control and coordination of aggregated DERs based on industrial ICT. In three field demonstrations normal, critical and emergency scenarios have been covered [53] . The first scenario deals with a cluster of residential houses equipped with micro-CHPs, heat storage tanks, intelligent thermostats and switchable loads. The residential houses are aggregated into a VPP that interacts with the rest of the grid in terms of buying and selling energy on the market to achieve optimal demand-supply matching. The implementation leverages the PowerMatcher agent-based technology originally developed in the CRISP project (see Section IV-A). The field tests are obviously identical with those mentioned in Section IV-B for the PowerMatcher approach. In the second scenario, the micro grid running in islanded mode consisting of a number of DGs, a backup power diesel, and shiftable loads related to domestic consumption like heating and cooling. The agent-based supply-demand coordination is applied again to react to critical situations in the power grid. It is performed by local controller agents associated with real field devices and the MGCC agent responsible for overall coordination of the system. The agents are implemented in JADE and ZigBee technology is used to transfer data from field devices to the central control system. Apparently, the solution bears considerable similarities to the MoreMicrogrids project (see Section IV-C), including the same name of the central controller agent, without explicitly mentioning how these two projects are related and in which the solution has been originally developed.
F. Aggregation of Smart Houses (SmartHouse/SmartGrid)
SmartHouse/SmartGrid 6 is another European project aiming at delivering the ICT-based solution for technical and commercial aggregation of smart houses and their integration into the grid. The approach is based on the following elements: 1) inhouse energy management system considering user feedback, real-time tariffs and smart appliances; 2) software architecture based on agent technology for aggregation of houses to clusters; and 3) use of SOA technology (i.e., web-services) for the interaction of the smart house with other entities in a smart grid. Even in this project, as in CRISP and INTEGRAL, the PowerMatcher agent software is used.
The control for the micro grid is also based on agent technology. The Magic MAS is designed to allow controlling each unit such as a battery bank, a wind turbine, or a controllable load by an individual agent. The agent system, after negotiation with suppliers, receives a schedule for power production and consumption including price information. Afterward, the agents decide how to implement the schedule [26] .
G. Smart Grid Control With Real-Time Prices-EcoGrid
One of the latest initiatives in the field of smart grids is the European EcoGrid 7 project. The main objective is the full scale demonstration of a smart grid solution with a mix of DER, including more than 50% of renewable sources. The demonstration will take place on the Danish Bornholm Island, where the majority of 2000 residential consumers will be equipped with intelligent controllers enabling them to be responsive to variable energy prices. The price signals will be updated every 5 min to reflect the needs for up-or down-regulation to mitigate the system imbalance. According to [52] , the real-time energy market will be implemented by using state-of-the-art ICT technologies, leveraging some of the proven technologies like the PowerMatcher approach.
H. Single Agents in Smart Grids
This project was focused on the development of an infrastructure for intelligent control of cooling and heating in buildings within a smart grids environment. The objective is to optimize electricity consumption by precooling during low-cost periods. In countries with hot weather, like Greece, where field tests of this project were performed, or in India, where the massive blackout happened in 2012, the air-conditioning is the main cause of peak demands and can lead to serious problems especially during extremely hot periods [79] .
The single agent thermal model predictive controller (SAT-MPC) was developed to estimate the future indoor temperature as well as the power consumption. The goal is to predict the optimal point in time to start the precooling in advance of the predicted peak period, while keeping the indoor temperature comfort for the inhabitants. The thermal model, implemented in LabVIEW, was quite complex, considering heat fluxes of inner and outer walls, absorbed solar radiation, heat losses from windows and doors, and inner heat sources.
Although referring to "agent" in the paper title as well as in the name of the developed model predictive controller it does not seem that a true MAS approach was utilized.
I. Active Demand Concept (ADDRESS)
The objective of the ADDRESS 8 project is to develop a commercial and technical framework of the so-called active demand, which means active participation of domestic and small commercial consumers in the electricity market [81] . The architecture exploits the concept of aggregation of demand flexibility provided by consumers and prosumers to form services offered to the electricity market participants. Overall, 31 services have been identified such as power flow control, smart load shedding, balancing of generation and consumption, and reserve capacity. The aggregation function is ensured by the aggregator entity, which is expected to master up to 100 000 consumers. The aggregator is able to forecast the short-and long-term consumption-related behavior of the aggregated group and on the basis of market price estimation, it broadcasts the price and volume signals to consumers as incentive to adjust the consumption.
The communication infrastructure is designed according to SOA concepts through the use of IEC standards for web-service implementation (i.e., IEC61968-1-1 and IEC61968-1-2) [12] . The content of XML messages sent among services is encoded using the IEC CIM for smart grids according to IEC 61968 and IEC 61970. There were two simulation platform prototypes developed-one based on the Apache AXIS web-service framework and the second one utilizing OpenESB and BPEL service orchestration [82] .
J. Agents for Smart Grid Automation
Zhabelova and Vyatkin [83] proposed an agent implementation architecture for smart grid automation. Their work is aimed at developing practical automation architecture specific to the power system automation domain. The research facilitates migration of agent technology into the industrial practice.
The agent architecture is based on the industrial standards IEC 61850 [84] and IEC 61499 [85] . The first one provides a complete model of the power system automation domain, decomposing the domain into logical nodes (LNs) and defining a corresponding communication protocol. The agent is based on an IEC 61850 LN. An LN defines an agent's beliefs, purpose, or desire; it predefines the agent's intentions and possible actions. The IEC 61850 decomposition of the domain into automation functions gives a well-defined and structured domain model and helps with the agent identification. IEC 61499 is the foundation of the whole architecture. It employs current practice in the industrial automation while providing technologies required for modern automation systems, including the smart grid domain [86] .
The proposed automation agent was applied in several projects, such as fault location isolation and supply restoration [83] , intelligent fault management [87] , intelligent energy management [88] , and power balancing [89] .
To simulate and to validate the developed agent-based solutions, a cosimulation framework was developed [22] . It allows system integration testing of the distributed control approach with the distributed power system model.
In all the mentioned projects, the agent system was developed and first simulated using IEC 61499 and then the system was directly deployed and executed on industrial hardware. The developed systems were tested on distributed PLCs (ADAM6650, Beckhoff CX1030-0120, and WAGO) and ARM boards.
K. Further Projects and Activities With MAS Focus
One of the first applications of agents in smart grids was reported and discussed by Gustavsson [90] . The load balancing task was modeled as a MAS with device agents (called HomeBots), service agents, and utility agent negotiating on a market via auctions. In another application, the agents are designed to monitor and control the office building's lights and temperature according to users' personal preferences.
Lanthaler and Gütl [91] present a distributed energy management system that reduces the energy wastage in camps of portable buildings. They are mainly used by mining companies in remote regions of Australia to temporarily inhabit the workers. The electricity for the camp is provided by a diesel generator, which implies high costs for the fuel and also highemissions. The key issue is that the camp inhabitants waste a lot of energy especially by cooling down their rooms to 18 C, even during periods of the day they are out of their homes. The proposed system for ubiquitous monitoring of energy consumption and control of home appliances consists of intelligent nodes and smart meters (installed at every house with central logging and control server infrastructure). The controller in the intelligent node automatically controls home appliances to reduce the energy waste without affecting the resident's comfort. The communication between the nodes and the central server is based on Internet protocols (e.g., TCP/IP and HTTP) and implemented in the form of RESTful API. The field trial evaluation was implemented in a remote housing site consisting of 1500 houses and was run for 7 months. By intelligent control of appliances, mainly the air conditioner which is the biggest energy consumer, the system was able to reduce the overall energy consumption by about 50%.
An effort to develop a framework supporting the self-healing property of smart grids is presented in [92] . The infrastructure is based on decentralized principles with autonomous intelligent agents performing various tasks such as monitoring, performance enhancements, and control.
Belkacemi et al. [18] introduce the West Virginia SuperCircuit (WVSC) project that is part of the modern grid initiative aiming at demonstrating and testing new technologies to enable the deployment and implementation of smart grids. In this case, WVSC is used as a test bed to illustrate functionality of newly designed immune-based MAS. This system is inspired by natural systems such as ant colonies, bee colonies, or human immune cell system. The aim is to find analogies between the immune system and the MAS for power control to improve the robustness of distributed algorithms.
As already mentioned in Section II-C, the project is aimed at self-optimizing power grids through the application of MAS concepts [64] . The system architecture contains several agent types with different responsibilities (as represented for example in Fig. 3 ). The system agent is responsible for overall monitoring of voltage and frequency and has the ability of finding the best stable configuration of a power system by rerouting the power. It is done in cooperation with substation agents that in turn coordinate the functions of switch agents. The generator and load agents interact with the neighboring substation agent about the provided and needed power supply.
Karnouskos and de Holanda [27] present a simulator based on software agents that targets the modeling of the behavior of a Smart City. Energy generating and consuming devices, such as power stations, household appliances, and electric vehicles, or their aggregations such as households and cities, are simulated as JADE agents. There is a simple ON/OFF strategy considered to achieve balancing of generation and consumption.
An integrated management system for smart grids based on agents is presented in [93] . There are various agents specialized in different tasks like data collection, status monitoring, configuration, and distribution. The semantic integration is ensured by the adoption of ontologies and rule-based inference engines.
The Advanced Research Institute of Virginia Tech presents the design and implementation of multiagent technology in the context of an intelligent, distributed, and autonomous power system [18] . The agents (i.e., control, DER, user, and database) are used to detect upstream outages and react accordingly to allow the micro grid to operate autonomously in an island.
Jahangiri et al. [94] introduce an agent-based distribution test feeder. Some of its components are modeled as interacting agents; for instance, a residence agent who determines the comfort-cost trade-offs, a plug-in electric vehicle agent trying to minimize energy costs considering feasible travel routes, and the photovoltaic agent who tries to maximize the harvested solar power with subject to panel surface area as well as weather conditions. James et al. [95] report their pilot deployment of an agentbased distributed energy application called GridAgents in Australia. The application is developed in JADE. Agents controlling loads and generators are run on personal digital assistants (PDAs), whereas personal computers (PCs) are used for implementing more computationally intensive agent roles. Another pilot of a JADE-based agent application, described in Section IV-C, was deployed for a micro grid control used at the Greek Kythnos Island [43] . The agents control a micro grid with private and public photovoltaic generation, a battery bank, a diesel generation, as well as 12 residential houses.
The popularity of the JADE framework indicates the desire of researchers to test their agent-based algorithms in a distributed manner. JADE provides a good MAS prototyping and testing tool, but its heavy reliance on PC-based platforms hinders the migration of the developed MAS solution to industrial pilots. Also, not many authors place the importance on agent theory when designing the agents as well as agent-based solutions. There is a need for more practical and user friendly agent framework with formal theoretical foundations.
V. CONCLUSION, FUTURE TRENDS, AND RESEARCH ACTIVITIES
A. Advanced ICT Systems
Smart grid is a technological paradigm being developed to satisfy the needs for considerable efficiency improvements in power generation and distribution processes. Recently, the vision of Internet of Energy (IoE) [96] has appeared in parallel to the concept of Internet of Things (IoT) [97] . In this idea, the objects and devices, used in people's everyday lives, are equipped with embedded intelligence and communication capabilities allowing them to be interconnected via the Internet. In the IoE vision, the grid will be based upon the intelligent communicating nodes acting on behalf of renewable resources, electric vehicles, home appliances, and smart meters, constituting the decentralized and service-oriented ecosystem.
1) Networked Devices: In order to implement this vision in smart grids, several hardware as well as ICT-based approaches have to be brought together. First of all, the use of small, low-cost, low-power, and resource constrained devices with pervasive computing capabilities is promoted as a key technological enabler for deploying a ubiquitous energy monitoring and control system [96] . The communication technologies have to be accordingly optimized due to hardware limitations of resource constrained devices. The influential standardization bodies such as Internet Engineering Task Force (IETF) and World Wide Web Consortium (W3C) are already working on variants of communication standards for resource constrained devices. It is for instance IPv6 over Low-Power Wireless Personal Area Networks (6LoWPAN) by IETF aiming at providing the resource constrained devices with the Internet connectivity through IPv6. As a matter of fact, the SmartHouse/SmartGrid project presented in Section IV-F reports on using the 6LoWPAN protocol within a smart home [26] .
2) Proper Communication Approaches: Another IETF's initiative is called Constrained RESTful Environment with the main objective of developing the constrained application protocol (CoAP) providing the RESTful architectural style for constrained environments [98] . The W3C's efficient XML interchange (EFI) specification aims at reducing the size and parsing intricacy of XML resulting in the compression factors of up to 90% concerning device's memory use [96] .
3) Open and Interoperable Standards: In general, flexible and open communication standards and infrastructures suitable to address smart grid specifics need to be developed [6] , [7] , [11] , [12] . Major industrial actors are forming alliances, such as IPSO, Zigbee, or Homeplug, aiming at development of wired and wireless profiles suitable for smart grid. A profound attention has to be given to provide integrated ICT infrastructures that allow combining energy grid systems with other infrastructures at the urban level in order to fully explore the vision of Smart Cities. The exploration of the SOA concepts is expected to go down to the device level to further enhance the interoperability by offering the device functionality through services, while hiding the implementation details [25] .
Application of standardized communication protocols is only one precondition achieving a system-wide interoperability. Another key factor is the capability of heterogeneous devices and software systems communicating in the smart grid environment to understand each other regardless of what different internal data models and formats they use. To address the issues of semantic interoperability various international standards are being developed. The IEC CIM approach (originally defined in IEC 61970) defines a unified vocabulary using unified modeling language (UML) notations that concerns physical aspects of energy management systems including SCADA. IEC 61968 extends CIM to deal with various aspects of distributed management systems, including outage management, planning, metering, asset management, and others. IEC 61850 promotes interoperability between devices within substations.
There are first attempts to make use of these standards in the smart grid domain. Like in case of [99] , an open source-based energy management system using web-services or in [82] related to the ADDRESS approach where the XML content of messages is sent among web-services using CIM. Some researchers are proposing to combine CIM, semantic web-services, and OPC Unified Architecture (***OPC UA), which is the new platformindependent standard for industrial automation to deliver a semantic-aware ICT infrastructure, for both power transmission and distribution grids [100] .
Moreover, the U.S.'s National Institute of Standards and Technology (NIST) aims at coordinating the development of protocols and model standards for achieving interoperability of smart grids [11] . To enable a more intelligent processing and reasoning about data conforming to these standards, their transcription into upper layer ontologies will be needed [9] , [93] .
4) Simulation, Visualization, and Validation Methods: Development of advanced simulation and visualization tools for the energy domain is another essential element supporting a fast roll-out of smart grid technologies. Basically, it is necessary to verify the solution before putting them in the ground as well as it is necessary to run the simulation in parallel with the real system (or slightly in advance) to be able to estimate what could happen if something goes wrong. Such a prediction is vital for instance to detect a threatening black out in its beginning in order to take fast actions to prevent it from spreading. Among most professional simulation tools, there is GridLAB-D developed by The U.S. Department of Energy at Pacific Northwest National Laboratory and PowerFactory by DigSilent. GridLAB-D 9 is an open source suite of tools to build and manage power grid simulations, including agent-based modeling of real-time interactions of DERs, distributed automation and retail markets [101] . DigSilent's Power Factory is the hi-end tool for analysis of power systems dealing with power generation, transmission, and distribution. Another framework for simulation of active components, especially used in smart grids, is called mosaik [28] .
5) Secure Infrastructure: Information and cyber security is another big challenge in smart grids. For instance, with the rollout of advanced metering infrastructures enabling to turn off the power remotely by utilities, there is an increased risk of attacks by cybercriminals which can cause severe damages by leaving large urban areas out of power. Several studies aimed at the identification of such security risks and review of existing security standards related to smart grids has been presented in [102] . It is obvious that substantial effort still needs to be devoted to provide standardized means guaranteeing secure communication, authentication, data confidentiality, and integrity. The matured security standards for web-services like webservices security (WWS) by OASIS can advocate the use of web-services as a unified communication infrastructure for smart grid systems.
B. Open Research Questions
Despite the growing awareness and the ongoing research activities in smart grids, there are still several open points which have to be covered in future research work. The most important points in the context of this review paper are as follows [103] .
1) Advanced control functions: The ability to provide selfcorrective reconfiguration and restoration in the grid. Also handling the fluctuating behavior of DER devices as well as the upcoming integration of electric vehicles and gridscale storage devices is still an open point for further research. An integrated solution addressing advanced automation and control functions is missing. Such an approach should be based on the MAS/SOA principles, guaranteeing interoperability, flexibility, and scalability. 2) Universal grids/hybrid grids: A lot of efforts are spent on the research of advanced functions for the electric energy infrastructure. A more comprehensive view on the whole energy system including other domains (e.g., gas, district heating, and water system) is a further and necessary step in order to achieve the vision of a green energy supply [104] . Approaches, concepts, methods, and standards form the electricity domain should be analyzed and applied to other energy-related domains. Especially, MAS/ SOA-based concepts would help to manage such complex energy systems. 3) Formal and model-driven design of automation systems:
A common modeling language for automation and control applications is required. Together with a model-driven design support system, it would improve the development process of automation solutions in smart grids. It would increase the design and implementation productivity but also the code quality. It should be possible to design MASbased approaches with such an approach. 4) Advanced validation methods: Field tests are usually costly and time consuming. In order to test and validate control solutions for smart grids, proper validation methods have to be developed. A cosimulation-based approach seems to be suitable for testing advanced functions by covering the physical system, the communication network as well as the corresponding algorithms (including agents). Some parts of a complex smart grid can also be tested in a hardware-in-the-loop setup. The availability of suitable models covering all smart grid aspects as well as the coupling of the different simulators is still a broad field for further research. 5) Interoperability, scalability, and harmonization of standards: Developments related to MAS/SOA applied in smart grid context have to be aligned with domain standards. For example, standards like the IEC 61850 or the OPC UA should be used for agent-based communication [64] .
